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Overview

This document describes in general terms the architecture of the .MU NIC
Registry platform. The intent of this document is to define the scope of a proper
operational/technical requirement specification and API for the new .MU NIC
platform, in the form of an RFP for a new platform development project, or of
existing platforms.

As agreed in the Terms of Reference, this document covers:

I. Review of .MU charters to extract requirements that may have an i &
on the technical infrastructure f@

II. Technical proposal detailing the infrastructure required to irr;@e t the
Registry with a 3-tier model, including bYW
A4

1. Information and data flows between 3R A )
2. Design of data model based on charter requiremen:cﬁﬁ model and

associated organization logic, including registration/ administrative/
renewal constraints, taking into accounts suc}%cts as privacy
issues ;

3. Overall design of platform itself, includi @vare protocols, location
and operational aspects (registry ano@gcement)

N
N
>

C

X

catpipe ApS | Snaregade 12, 2 tv.-1205 Copenhagen K, Denmark | +45 7021 0050 | info@catpipe.net | 2/18



I. Review of the .MU charter

Requirements that may have an impact on the technical
infrastructure

Technical review of charter

As the .MU charter (draft policy / 2005) is not finalized, in particular are missing:
the technical parts of the policy, the technical specifications for registrars and the
fee policy. However, a number of core ideas are clearly defined in the doc
available, and in subsequent work, that allow us to establish a draft desi r@the
technical platform.

' %
Consequently, it is necessary to identify the requirements of &@h may
have an impact on the design. B "¢

These are: Q Y
1. Three tier model (Registry, Registrar, Regigtra

2. Respect of existing current practice and % ion on issues such as
privacy (WHOIS service) ;

3. Admissible domain names / rese\&r S;

4. IDN support ;

5. Differentiated pricing rr@%
Other points, while also_in n the policy, do not have a direct impact on the

technical aspects of e . For instance: copyright/ trademark issues,
name conflicts etc... which are all covered by conflict resolution protocols (UDRP),

though it may for ex be necessary to record the reason for a domain being
suspended.
1. e tier model (3R)

infrastructure, but of the organization itself. A three tier system implies that

will be no direct contact with end users, which simplifies the requirements
for staffing and support, as normally only professional, accredited registrars will
be in daily contact with the registry.

xoi is the most significant, as it dictates the architecture, not only of the
[
the

While it is likely that certain points of the .MU charter may evolve over time,
reflecting the evolution of legislation and of the Internet community, it is not
expected that the 3 tier model (Registry - Registrar - Registrant) will be replaced
by a 2 tier model (Registry, Registrant). Accordingly, the design described below
assumes a 3 tier model, and does not make provisions for other models.
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Impact on the technical infrastructure:

- no end-user interface requirements, other than WHOIS and possibly contact
update ;

— provide customer provisioning interface to Registrars (Mail/HTTPS/SOAP and
possibly EPP)

Affected areas:

data model and API.

2. Respect of existing current practice and legislation on issue &h
as privacy (WHOIS service) 6

This aspect is closely tied to the data model, but it should be taken_int count
as privacy laws in Mauritius may require personal information tesbé pretected (cf.

harvesting by spammers of WHOIS data), while other legislal ay'make it
mandatory for commercial entities to be clearly identifiable by sumers

purchasing on the Internet.

Impact on the technical infrastructure: Q

A mechanism will need to be implemented, by glsterlng entities will be
able to choose whether or not their data shou !? ade public, within the

limitations of the law.

Affected areas: 0\\4

data model, WHOIS service

3. Admissible domaiwﬁ reserved terms

Certain names and expressions might not be permissible for registration, for
various reasons:

- offensive / e names
— names,.of townhs’or localities (Port Louis, Plaisance)
- gen names (car, house, ...)

This/list needs to be maintained and updated. Additionally, it will be necessary
termine in what cases it might be acceptable or necessary to register a

n en though it appears on this reserver list (for instance, a business can

do ent that they in fact own the trademark Port Louis, or a person is indeed

named "Plaisance"), and in which cases this is not possible (definition of a

concept of priority).

Impact on the technical infrastructure:

Support in the data model for the reserved list.

It may be required to implement registration processing in such a way as to offer
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immediate feedback on whether a domain name can be reserved or not, so as to
avoid unnecessary processing of a domain registration request.

Affected areas:

data model, registration API.
4. IDN support

This point is of importance, as its scope is not obvious. Should IDN! support be
implemented so that only those non-ASCII characters that appear in the Fren
language be supported ? Or should other languages be supported, so tha
domain names in Chinese can be registered under .MU ? @

Impact on the technical infrastructure: oy,

| | e Mo A
Determine scope of IDN support, and decide what level will b@w&éd, if
any, in .MU domain names. -

Affected areas: data model, API, policies. Q

5. Differentiated pricing models

&
As part of the charter, a minimum fixed price i &}wined, paid by registrars to

the registry for registering domains. The eakdown of this fee is to be
determined, with suggestions that part enue derived be contributed to
the USF (Universal Service Fund), but it m e desirable to offer volume
discount for large registrars, as Iong,@ does not adversely affect the

finances of the Registry Service (R%
Impact on technical infrastructure:

Take into account tha 'c@ not a fixed value at a given time, but a result of
registration history (volume and rate) for each registrar.

Affected areas: data model

X

1 International Domain Names
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Il. Technical proposal

To put in perspective the technical proposal outlined below, it is necessary to
illustrate the operational model of a 3-tier Registry:

IMC &
Internet
Management @

Committee
POLICY FUNMCTION b
L
MU
RS TECHMICAL
{Registry} FUNCTICN
/ RESELLER FUNMCTION
Registrar Registrar Registrar

Registrant  Registrant Registrant Registrani  Registran

CUSTOMERS

In such a dely'no’ registrants (end-customers) are normally in direct
comm ion/contact with the registry.

X
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Information and data flows

DATA
INC -
Internet POLICY INFORMATION
Management _
Committee -
ACTION:MODIFICATION
MAINTAINS
reserved
list
DB
PUBLISH UPDATE My CONSULTS —
. E— RS —_—
{Registry)
LOOKUP g E
= status &
..E % E invoice
DNS WHOIS gl S8
[~ Eﬂ
58
=
o o Reqgistrar
E_ E_ < BT 8 notification +
% = % 'E 2 "E g B invoice
- s |- pE| 5E3
- Ol
-
—— - cul?:lﬁ —— Registrant| .

DATA/INFORMATION FLOWS IN THE .MU NIC
WS resent information and data flow between the different actors /

components. This is not exhaustive, but gives an overview of the expected
)’it&cti between the different parties. It also gives a general overview of the
t n

| components within the Registry.
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Data model

contact | ¢ domain
id id

name name reserved
whois_handle rag_id id

address adm_c kaywo

city tach_c c‘.a‘iaguI:
country hill_c introduced
tal created reviewed
creatad axpire

comments
upsdated registrar_id
type &
state

T\ \

registrar pricing ns W
id id id
namea valua domain_id
admin_c reg_id namsa
user created
password upsdated

ip_addr

BASIC DATA MODEL FOR REGISTRY

v
The schema above is a relational repre%&n of the entities in the data model.
Note that the schema is representat%a d not fully normalized (i.e.:
intermediate entities are not mod
The points listed below dictat ional aspects of the registry (work flow), as
well as data constraints within model (database). Together, these are labeled
"business logic". As these @ s change over time, so will the business logic, to
g additional constraints, etc...

The model is based onthe current following assumptions:

ivate persons, companies, technical operators) are represented
the system. For each contact, a unique identified (the
attributed ;

- all domains, there exists: a technical contact, an administrative contact,
nd a billing contact ;

— adomain is associated with one and only one registrar at a time ;
— to each domain, at least 2 name servers are associated ;

— registrar staff also exist as contacts ;
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pricing is a fixed base, with a possibility of discount for large volumes ;

changes to the contact information can be performed by the contacts
themselves, but through the registrar's interface ;

contacts are created and maintained by registrars

Journalization and auditing

Additionally, all events are recorded so that at any point in time it is possible to

platform. Events include:

consult the history for a domain, and more generally facilitate audit of the &

zone (domain) creation/suspension/deletion
contact creation/deletion/modification

change of ownership (change of registrant) (\‘N
transfer (from one registrar to the other) /"‘, &
redelegation (change of NS) B ¢

b 4

Constraints on registration Q

®

Registration of domains is submitted to the foIIo@onstralnts

AUP (Accepted Use Policy) is reported b& rar to have been accepted by

registrant ;

registrar had ensured that reglstl@provided valid information ;
domain name is not on list of.r ed terms ;

registrant contact is no Q(outstanding issues) ;

reg|strar has a VOSI ive) credit status with the registry (does not owe
money)

delegation ions (name servers listed provide authoritative name service
for the.concerned domain) ;

fer of domains

Domain transfers are submitted to the following constraints:

fee has been paid by registrar for domain ;

no disputes exist on the domain that require resolution (intellectual property
or otherwise)
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SLD management

As of today, a number of SLD (Second Level Domain) are reserved under
.MU for specific categories of domains or public service. For instance, .GOV.MU
exists for naming government specific resources and institutions on the Internet
(passport.gov.mu, mof.gov.mu), and .AC.MU for domains belonging to the
academic sector. Other SLDs may be reserved in the future.

Typically, the administration of such SLDs will be delegated to a single
organization, which will be responsible for ensuring that entities applying for
domain names within the SLDs meet the criteria. Such SLDs do not differ fro&
any other registered domain, but they appear as "special" domains in the y
system, in that they cannot expire, for example.

s N
ey ¢
Overall design LY vy

N

Taking into consideration the above points, below is a “bi ctu?e: design of the
registry from a technical point of view: @
- N\

Billing
System
BACKEHND ! BUSINESS LOGIC
RS
DB APl
Support layer
1=~ 7| controk [T - salsp, |
I
| EIFHEII‘I.I' Perl, SOAP, )
| notify i
I software / \
I
| / \ L
! WS EPP MAIL
: WHOR, reqestrar || registrar || registrar
I WEB interface || interface (| interface
1 I
I
I
I
x I Regstrar | 84—
I
I
I
I
I
: ;Iﬁ:rl;'[t Pegistrant
I
I
4’
| 1" FEEDBACK
_________________________
DATA FLOW
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Functions, software and protocols (API)

I.  Functional modules

The registry functionality is logically split into a number of functional modules,
which constitute as a whole the “Registry Services”. Implementation wise, these
modules need not necessarily be distinct, but are typically so in most registry
systems.

These modules are:

- Storage and business logic (BACKEND)
The Storage and business logic module, or back end: .Y ; )
J J bW
Ao T W

- stores the registry data (zones, contacts, registrars, states, ...) in a secure
and easily retrievable fashion

- ensures that changes to the data are done atomi (transactions), in a
consistent way (integrity constraints), and only authorized entities
(authentication, authorization) .

— DNS service (DNS)

zones registered, with goals of high ility and fast response

The DNS service provides the puth@)rltatwe information on the

— WHOIS service (WHOIS)

The WHOIS service provid:@f%iblic with up-to-date information about the

objects residing in the ba nd, including contacts, zones and name servers
- APl / Provisioning Servi

The provisioning iCe implements one or more APIs (sub-modules) which
allow registrars and internal Registry services to provision the TLD with
objects (zo @ ontacts and name servers primarily). Possible API

sub ulesiare:

PP interface (RFC 3730, XML)
Web interface (HTTP/S, SOAP)
x [l interface (PGP or S/MIME/X.509 authenticated email)
- [

illing system

The billing system interfaces with the back end, gathers transactions such as
creations, transfers, renewals carried out by each Registrar, and facilitates
invoicing, taking into account any discounts that have been agreed with a
given registrar. Optionally, can manage Registrar accounts for prepaid
registration of domains.
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Components

On a technical level, the functional modules are implemented by individual
software components. Listed below are typical software component examples for
providing implementing the functional modules defined above.

RDBMS (PostgreSQL, Oracle, ...)

A relational database management system is traditionally used to implement
the storage and business logic modules of a registry. The DB is used to store
information regarding zones, contacts, name servers, as well as state
transitions and current state for each object. An SQL92 compliant database
with ACID support (Atomicity, Consistency, Isolation, and Durability), including
stored procedures, transactions, triggers, views, constraints and foreig
This is to ensure that consistency of the data is maintained at the cIos@
level to the storage as possible, and avoid corruption or invalid da
structures resulting from faulty programming or aborted procedure
Ve .

) B 4

DNS (BIND, NSD) A,

NSD from NLNet Labs?) can be deployed. Both nam rs support all the
required features for running a modern Reglstry, g lpv4/IPv6,
advanced access control, replication, support f @ and record signing with
DNSSEC and TSIG for authenticated queries &

For serving DNS, either BIND (Berkeley Internet Name%ai‘xxﬁom ISC! or

WHOIS (custom or modified available)
’Se

The server implementing the WHOIX e is closely tied to the back end, in
that it must query the DB to obtai how the data to the user. Most likely
the WHOIS service will be |mpI d from zero. Eventually, code can be

reused from existing WHO§ s, such as GNU jwhois? or swhoisd®.

API / Provisioning servi om developed)

The provisioning servic W|II be a set of programs/modules that implement
different interfac EPP, SOAP/HTTP, Mail), allowing the Registrars and
internal tools to communicate with the back end, for modification or query
purposes.
Billi stem (existing system with import/export mechanism)

he billing system can either be a part of the Registry Services, or

ministered outside, exchanging data with the Registry via CSV or XML

f atted data on a scheduled basis (daily, weekly, monthly, ...)
Misc. control / export software

Other software components, linking the functions together are required:

A WNR

http://www.isc.org/index.pl?/sw/bind/
http://www.nInetlabs.nl/nsd/
http://www.gnu.org/software/jwhois/
http://dan.drydog.com/swhoisd/
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— zone creator and exporter (Back end -> DNS)

- statistics gatherers and reporters (Back end -> management)

- notification and reminder generators (Back end -> Registrars and
Registrants), for notifying and reminding of creation, renewal, impending
deletion, etc...

These components are typically developed in high level languages, and use
the predefined back end APIs for the task, for example Stored Procedures in
the DB, or SOAP, Perl and similar.

lll. APIs and Uls

The following APIs and Uis must be defined for each “boundary” between @
modules or actors:

Boundary API / UI @é( »
Registrant — Registrar Human - System Registrar definéd (Web form, ...)
Registrar — Registry (FE) |System — System EPP, SOAR/HTTP, Mail

(EXT)
Registry — Back end System - System SQL % d procedures, SOAP,
(INT) P PHP, ...
WHOIS - Back end System - System Stored procedures,
(INT) OAP, Perl, PHP, ...
User - WHOIS (FE) Human - Syste Web, WHOIS (tcp/43)
Support tools - Back end |System - t SQL, Stored procedures, SOAP,
Perl, PHP, ...
Back end - Billing Sys ‘S{ystem Data export (CSV/XML)
system
Back end - Contacts Qem - Human Email, RSS, ...

FE = Front End

Softwar cang;ates

As the management of ccTLDs is not a very large market, with wide differences in

i ess/than a hundred SLDs to several million) and deployment periods (end
& s to beginning of 2000s), most TLD registries ended up developing their
own fregistry software. However, there exists today a number of freely available
Registry management software, in various stages of maintenance:

OpenReg, developed by the ISC: http://www.isc.org/index.pl?/sw/openreg/
tinyReg, coordinated by NSRC: http://nsrc.org/tinyReq/

— CODEV-NIC, coordinated by AFNIC (no official page)

Registro.BR (Brazilian NIC's software) (no official page)

OpenReg
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http://www.isc.org/index.pl?/sw/openreg/
http://nsrc.org/tinyReg/

OpenReg, developed by the Internet Software Consortium, is freely available
under a open source license. It is unknown which ccTLDs use OpenReg today, if
any. OpenReg is primarily developed in Perl, and uses the Open Source
PostgreSQL database as the back-end/logic component. Development status
seems to be halted, but Uniforum SA (which administrates .co.za) have picked up
and improved the code, though it has not been re-released at this stage.

TinyReg

tinyReg, based on domreg, is a project of the NSRC and University of Oregon,
funded by the American National Science Foundation. From tinyReg's
description®:

“domreg is a very lightweight domain registration and manageré
system, to handle new registrations, modify existing or d

existing domains. With a web interface for reglstrants,

web/email interface for reglstrars, it provides a simple

complete system for managing outstanding/in-proces g‘é, ations.

The goal is a minimal but fully-functional, extrem;!é’robust, and
exhaustively error-checked system using all open. source
components.”

TinyReg is very lightweight, and simple to implemenirst glance it does not
appear to be very modular, but is written in Per atively straightforward to

customize / extend.
Codev-NIC \\4

CODEV-NIC has the advantage that.i orts both 2-tier and 3-tier Registry

architectures (with and without regi rs). On the downside, it is not currently
deployed in production today, itsis not clear how much work remains to be
done for the software to be D - ion ready. Codev-NIC is primarily developed

in Python, and uses t QL database as the back-end/logic component.
Registro.BR

Finally, the Brazilian software, Registro.BR, developed for managing the .BR
CCTLD, is ngrm ailable for free, with full source code, under a non-
license?. However, being written in C++, it demands a strong
worki ledge of the language to be able to tailor the system to specific

Once specific technical requirements are established in the form of a technical
RFP, the platforms listed above should be evaluated to establish if one of them
could qualify for the .MU NIC, and at which cost (customization).

1http://nsrc.org/tinyReg/docs/extras/domreg-what.txt
2 http://ws.edu.isoc.org/workshops/2004/ccTLD-bkk/day3/registro_br.pdf
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Operational aspects

As a starting point, it is recommended to base requirements on those listed in
RFC2870*, “Root Name Server Operational Requirements”.

Key points to consider:

- Security

implementing the Registry Services must be guaranteed, including:

— limited or no access for non-Registry personnel to Registry premises a
hosting environment ;

— regular encrypted AND signed data backup, with off-site transport ckup
media and/or replication to a remote site ; Q.

- regular audit of database integrity to ensure conastency@e @
representing the TLD.

- Location: registry and name server placement
The registry itself should be located in Mauritius,mo in Port Louis, where

the availability of reliable network connectivity,% d secure building
0
C

The physical security of the premises, as well as the data security of the sys is(

facilities are common. At most ¥ of rack space ill be necessary to host
the registry hardware. While a dedicated ph% ation is not strictly

necessary (i.e. The existing co location fac an ISP will be adequate), it
might for reasons of neutrality and phys urity be recommended to
establish a dedicate hosting facility. ise of at least 4 x 4 meters with
secured physical access, reliable p v@e possibility to install tele-
communications equipment and c within, and fire extinction is adequate.

At least one name server will Qted in Mauritius, most likely two, possible in a
failover model, so that ne server can take over if the primary fails.

Facilities for hosting the Registry and name servers do not necessarily need to be

physically in the sam tion, but it is by far the most convenient model. If
insufficient bandwidth is available where the RS servers will be hosted (see below
under Infrastru etwork Connectivity), then name servers will be hosted

separately from'the RS.

Additional secondary name servers of .MU in Mauritius can be placed at the
facilities of various ISPs.

Al tively, operation of the RS can be outsourced, though this is not covered
at this stage.
- Redundancy and resilience through geographical diversity

As with any DNS infrastructure, reliability of the service, hereunder resilience to
failure and fast response, are ensured through redundancy and geographical

1 http://www.rfc-editor.org/rfc/rfc2870.txt
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diversity. Additional name servers, at least two, at most four, will be located in
different geographical locations around the world, preferably hosted by other
CCTLD operators, through a partnership agreement. Ideally, a name server
should be present in North America, Europe, Oceania/Asia and Africa, for instance
USA/Canada, UK/Netherlands/Sweden/France, Japan/Australia/New Zealand,
Kenya/South Africa.

infrastructure

This section is an overview of the requirement hardware and network
connectivity to implement the RS (Registry Services), as well as the expected
staffing for administrating the Registry and operating the technical services. e
listed hardware is including production and development/testing.

- Servers @

— 2 x production DB / API / back end application servers (1 master, er)
- 2 x production Whois / Web server (1 master, 1 slave) /"‘, &
- 1 x test/development server running the complete environment

b 4
If the DNS servers are hosted at the same facilities than@:
— 2 x DNS servers (1 master, 1 failover) ® O

Additionally ‘\

— 1 backup server / storage device for.taki g@:kups (off site)

The billing system is outside the sc @Ehis stage, but it will most likely require
2 servers. %

Total: 5-7 servers + 1 off site @ Using virtual machines, this can be reduced
to 3 or 4 physical machine oduction, and 1 for test/development.

* Network connectivi

The network c
a fixed circuit t

ectivity required for hosting the Registry Services should be of
J'symmetric — reliable copper or fiber connection, eventually
wireless if'robust enough, with failover, and a bandwidth of at least 512 Kbit/s
each way, ideally 1 Mbit/s or above. Failing to secure this bandwidth, name
servers sho be hosted separately, located at a hosting facility with faster
conhnectivity (see above).

- Staffing
Staffing for operating a registry requires at the minimum:

— 1 administrative function, half to full time
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The role of this person will be to administrate non-technical requests from
Registrars and users, and function as the daily manager for the Registry
operations (non-technical). The person will also function as a liaison with the
IMC and the ICTA. The person will handle creation requests for new
Registrars, modification of their contact information, etc...

- 1 system administrator, half to full time

The system administrator will have the responsibility of running the
production and test/development environment servers of the RS, through
reliable systems, network and security administration, as well as network and

services monitoring. &

Additionally, the system administrator will ensure that remote name s@s
hosted in other geographical localities are operational, and will ac

liaison with system administrators at these facilities. oy,
e N0,
The system administrator will have basic Database Administration’ (DBA) skills

to maintain, backup and restore the DB if necessary. Yy

This function is not necessary if operations of the RS@utsourced.

- 1 developer, half time ¢ O
A developer profile, familiar with the desi &}plementation of the RS

back end and front end, and the skills to t bugs, implement new
features, eventually with external ax from contractors.

Alternatively, in the case of an o ng scenario, this person will act as a
liaison with external contractor% unction as a project manager /

functional architect for the p , ensuring that contractors and external
developers deliver the expect oftware and services.

P
S ———— -
. |
! I
1 o DB |
| Billing :
I System API |
1 APP :
! SERY I
1
. |
0 I
: DNS WHOIS/ :
x I | SERYER WEE SERVER |
1 T T |
U I
internet
DNS DNS
SERYER SERVER
DHS DHS
SERYER SERYER
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Glossary:

Registrant person or organization registering a domain name, i.e.: the legal
owner of the domain name.

Registrar organization that manages Internet domain names on behalf of
registrants, within one ore more registries.

Registry organization which manages the ownership of Domain names
within the top-level domains for which it is responsible, contr
the policies of domain name allocation, and operates DNS
resolution for said domain name.

EPP RFC3730 - Extensible Provisioning Protocol

IDN Internationalized Domain Name (see Sy
http://en.wikipedia.org/wiki/Internationalized~ ain®hame)

Transfer Transfer of a domain from one registrar to anothep”

Redelegation |Modifications of the name server recordssfor omain

X

O
N
S
CJO
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