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THE TELECOMMUNICATION DIRECTIVE 4 OF 2025  

  

The Information and Communication Technologies Authority (the Authority), in the 

discharge of its statutory functions under the Information and Communication 

Technologies Act 2001 (the Act), hereby issues the following directive, pursuant to 

Section 17(3) of the Act, regarding the deployment of Child Online Protection Measures.  

 

1. Short title  

This directive may be cited as the Telecommunication Directive 4 of 2025 (TD 4 of 2025).  

  

2. Application of directive  

This directive shall apply to holders of Public Land Mobile Network Licence and Internet 

Service Licence, as may be applicable, offering internet services to the general public. 

 

3. Interpretations 

“application-level control” means Child Online Protection features available within 

specific software applications; 

 

“child” means any person under the age of 18; 

 

“Child Online Protection (COP)” means technical measures put in place at network, 

application and device levels, to curtail underage access and exposure to inappropriate 

content for children with the objective of ensuring their online safety, well-being and 

privacy; 

 

“device-level control” means Child Online Protection features available on the operating 

system of devices such as mobile phones, tablets and gaming consoles; 

 

“licensees” means holders of Public Land Mobile Network Licence and Internet Service 

Licence, as may be applicable; 



 

 

 

“network-level control” means Child Online Protection features implemented at the 

licensees’ network infrastructure level; 

 

“parental control” means any technical feature, tool or mechanism provided by a licensee 

that enables a parent or guardian to either manage, monitor, or restrict a child’s access 

to online content, applications or services; 

 

“SIM” means a detachable, or an embedded, Subscriber Identity Module used in a device 

connected to a mobile network to access the services of an operator; 

 

“subscriber” means a person in whose name the internet service is registered; 

 

“third-party application level control’ means Child Online Protection features 

implemented neither at the network-level nor the device-level but in third- party 

applications, including cloud-based DNS filtering and resolution services. 

 

 

4. Explanatory Note  

4.1. The Authority, in the exercise of its statutory powers under the Act, is mandated to 

“take steps to regulate or curtail harmful and illegal content on Internet and other 

information and communication services”. 

  

4.2. In view of its powers under Section 17(3) of the Act, the Authority hereby issues TD4 

of 2025 regarding the deployment of COP measures. 

 

4.3. This Directive sets out obligations on licensees to implement COP measures for the 

safety, well-being and privacy of children online. 

  

4.4. In view of coming up with this Directive, the Authority has been guided by the 

“Guidelines for industry on Child Online Protection” published by the International 

Telecommunication Union (ITU) in 2020. 

 

4.5. Licensees act as both a conduit, providing access to and from the Internet, and a 

repository for data through their hosting, caching and storage services. As a result, 

they shall take necessary measures for curtailing harmful and illegal content for 

protecting children online, in accordance with the cyber law–related obligations set 

out under the conditions of the Internet Service Licence. 

 

4.6. The adoption by parents and guardians of such services incorporating COP as offered 

by the licensees under this Directive shall be voluntary.  

 



 

 

4.7. The Authority, through preliminary consultations, has reached an understanding with 

licensees as to which COP measures may be implemented on a short-term basis by 

10 December 2025, subject to their respective technical and operational capacities, 

as well as their implementation constraints. 

 

4.8. The Authority acknowledges that COP measures described in this Directive constitute 

a first line of defence for the protection of children online, recognising the emerging 

challenges of decentralised and rapidly evolving internet environments. 

 

 

5. Obligations of Licensees 

5.1. The licensees shall include in their portfolio of services, commercial plans 

incorporating COP by design, in order to curtail underage access and exposure to 

inappropriate content by children.  

 

5.2. The licensees shall, in their communication campaigns, provide clear information on 

the COP measures which they are offering as part of their commercial plans. The 

licensees may also include in their communication, information on device-level and 

application-level controls that are available and which can help parents and guardians 

to protect their children. 

 

5.3. The services under this Directive shall be made available to both existing and new 

subscribers without the necessity of changing mobile phone numbers when these 

services are provided on mobile networks. 

 

5.4.  In the implementation of COP measures under this Directive, licensees may be 

guided by the following broad categories1 of content that are generally considered 

harmful to children: 

 

5.4.1. Pornographic content 

5.4.2. Suicide content 

5.4.3. Self-injury content 

5.4.4. Eating disorder content 

5.4.5. Content which is abusive or incites hatred 

5.4.6. Violent content 

5.4.7. Bullying content 

                                                           
1 https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-1-10-weeks/statement-
protecting-children-from-harms-online/main-document/guidance-on-content-harmful-to-
children.pdf?v=395445#:~:text=1.1%20Section%2053(1)%20of,%E2%80%A2 



 

 

5.4.8. Dangerous stunts and challenges content 

5.4.9. Harmful substance content 

5.5. The licensees shall take appropriate and proportionate measures to reduce the risk 

of children bypassing the COP measures put it place in their plans. These may include 

the blocking of most popular Virtual Private Networks (VPN) as well as locking the SIM 

card to the plan subscribed to.  

5.6. Short term measures  

5.6.1 As one of the initial measures to be implemented by 10 December 2025, the 

licensees shall come up with commercial plans that may include either network level 

or third-party application level controls, or both. The controls may implement 

mechanisms such as application block/allow lists, content filters, usage monitoring, 

and time limits. The plans proposed may take into consideration age-differentiated 

experiences. 

 

5.6.2 The licensees shall provide to the Authority, within three months from the issue 

of this Directive, a roll-out plan incorporating medium-term and long-term COP 

measures that they intend to implement, with clear time-frames. 

 

5.7.  Medium to long term measures 

5.7.1 In the medium to long term, the licensees shall provide easy-to-use parental 

control measures, both through mobile devices and Wi-Fi home routers. 

 

5.7.2 The licensee shall, from time to time, re-evaluate their commercial offerings and 

improve same so as to align with international best practices in COP. 

 

5.8. Reporting and Audit 

5.8.1 The licensees shall submit a report showing:  

a. number of plans incorporating COP which have been activated; 

b. improvements undertaken in the technical and administrative measures 

implemented; and  

c. any complaint recorded and how these complaints have been addressed, 

on a quarterly basis, or for such other period as the Authority may determine.  

5.8.2 The Authority may, from time to time, conduct such audits as may be appropriate 

to verify compliance with this Directive. 

 

6.  Commencement 

 

This Directive shall come into operation on 1 December 2025.  

 


